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Cyberattacks pose a growing threat to the global financial system, with
recent breaches exposing vulnerabilities deep in its plumbing. Given the
rapid digitization of the financial sector and proliferation of cyber threats,
the prospect of a cyber event with far-reaching consequences for economic
and financial stability is a serious risk.

This paper considers two adverse cyberattack scenarios on the U.S. financial
system. We use the Moody's Analytics Global Macroeconomic Model to trace
the channels and economic consequences of each attack. The first scenario
considers the economic fallout of a deposit run, precipitated by successive
cyberattacks on small and medium-size financial institutions. The second
scenario explores a cyberattack that paralyzes the retail payments system.
Though differing in timing and magnitude, the economic damage in each
scenario is meaningful.
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Cyberattack Contagion in the
Financial System

BY JESSE ROGERS, MATT COLYAR AND MARK ZANDI

yberattacks pose a growing threat to the global financial system, with recent breaches exposing

vulnerabilities deep in its plumbing. Given the rapid digitization of the financial sector and

proliferation of cyber threats, the prospect of a cyber event with far-reaching consequences for
economic and financial stability is a serious risk.

This paper considers two adverse cyberattack scenarios on the U.S. financial system. We use the Moody's
Analytics Global Macroeconomic Model to trace the channels and economic consequences of each attack.
The first scenario considers the economic fallout of a deposit run, precipitated by successive cyberattacks
on small and medium-size financial institutions. The second scenario explores a cyberattack that paralyzes
the retail payments system. Though differing in timing and magnitude, the economic damage in each sce-
nario is meaningful.

Seeds of contagion

Cyber threats to the financial system are growing in severity, with recent attacks exposing significant
vulnerabilities. Financial institutions were subject to more successful cyberattacks than any other industry
over the past two years except for healthcare (see Chart 1). The confidentiality of customer data, value of
intellectual property, financial size, and reliance on third-party software providers make banks and financial
institutions a primary target of cyber criminals.

While the frequency of cyberattacks has ebbed a bit in recent years, successful breaches have grown

more damaging. Ransomware and other highly disruptive attacks have accounted for a higher share of
breaches over the past six years (see Chart 2). Once the domain of more sophisticated cyber criminals or
state-sponsored actors, ransomware attacks have proliferated with the rise of ransomware-as-a-service,
enabling financially motivated cybercriminals to purchase or license malicious code to later deploy against
potential targets.

The rise of criminal ransomware gangs has coincided with a string of highly disruptive attacks on financial
institutions that have threatened to upend markets and undermine trust in the financial system. The Jan-
uary 2023 ransomware breach of ION Trading Technologies—a Dublin-based derivatives trading platform
operating in commodity markets—disrupted trading for more than a week by forcing market makers to
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Chart 1: Finance, Tech, Healthcare in the Eye of the Storm
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Chart 2: Fewer Breaches, Growing Severity
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manually record trades. The hit to liquidity was amplified via counterparties’ exposures and the loss of
price-matching opportunities during the platform’s outage.
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More concerning still was the November ransomware attack on ICBC Financial Services, a U.S. subsidiary of
the Industrial and Commercial Bank of China. ICBC provides securities trading and clearing services in the
U.S. Treasury and repo markets. At the height of the attack, ICBC's internal IT teams were forced to unplug
the firm’s servers and sever connections to the rest of the financial system. The outages rapidly siphoned
liquidity from the U.S. Treasury market and spurred the second-largest single-day failure of repo trades last

year (see Chart 3).
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Chart 3: Cyber Contagion a Real Concern
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That ICBC is a relatively small player in both the Treasury and repo markets underscores the vulnerability
of the financial system to attacks on seemingly isolated parts of the system. While damage to the broader
financial system from the ION and ICBC attacks was ultimately contained, the possibility of a future attack
with broader contagion effects is no longer a remote one. The severity of the breaches also points to the
potential for rapidly cascading losses despite growing investments in cybersecurity as well as the growing
role of IT teams in executive reporting lines and corporate leadership.

Cyberattack scenarios

The financial system faces many cyber threats. These may include, on the one hand, a cyberattack on a
commercial bank, other bank or nonbank financial institutions, or a group of banks or financial institutions.
It also includes an attack on critical financial system infrastructure such as the payments system or a
securities exchange. We have constructed two adverse scenarios that encompass these broad threats.

The first scenario begins with successive ransomware attacks that paralyze small and midsize banks,
triggering a wave of deposit flight that culminates in a full-blown banking panic. While bank customers are
unable to withdraw deposits for the duration of the attack, we assume that they grow fearful of another
incident and pull deposits after the attack is resolved and access to deposits is restored. As depositors flee
small and midsize banks for the perceived safety of larger institutions, a banking and financial crisis unfolds.

This scenario is grounded in the gaps in cyber preparedness between the largest banks and financial institu-
tions and their smaller peers. Compared with larger financial institutions, small and midsize banks are less
likely to conduct advanced cyber defense practices such as red team testing or penetration tests on at least
a biannual basis. Security requirements for third-party vendors may also vary in stringency’ (see Chart 4).

The second scenario examines the impact of a cyberattack on critical financial system infrastructure.
Specifically, we assume that a cyberattack knocks out the Automated Clearing House network for a period

T The Federal Reserve further documents gaps in cyber preparedness among small and medium-size banks in its 2022 and 2023 annual reports to
Congress on cybersecurity and the resilience of the financial system. https://www.federalreserve.gov/publications/financial-stability-report.ntm
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Chart 4: Large Banks Report More Advanced Cyber Defense Practices

% of banks by assets
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Back up data to resources that are disconnected from At least weekly 73% 100% 100%
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Sources: MIS, BitSight, Moody’s Analytics

of three weeks, paralyzing the retail payments system. There are rolling outages in the following month as
operators work to restore full service. The ACH network is chosen for this scenario because of its role as the
bedrock of the retail payments system, with transactions such as payroll direct deposit and electronic bill
pay accounting for most noncash payments by dollar volume (see Chart 5). The ACH network is also the
backbone of popular peer-to-peer payment services such as Venmo and PayPal.

Chart 5: ACH the Bedrock of Retail Payments System
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While the ACH network accounts for most noncash payments by dollar volume, credit and debit cards are used
more frequently in daily transactions (see Chart 6). We thus broaden our scenario assumptions to incorporate an
interruption to credit card networks and payment services. In this dark scenario, credit card networks fear conta-
gion and suspend service, forcing a mass migration from electronic payments to checks and cash.
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Chart 6: Credit, Debit Cards Most Frequent Form of Payment
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Methodology

We use the Moody's Analytics Global Macroeconomic Model to examine the origins of the cyberattacks in
each scenario and asses the economic consequences. The Moody's Analytics Global Macroeconomic Model
is a large-scale structural model similar to those employed by the Federal Reserve and other global central
banks. The model has been used to investigate a diverse set of economic policies and alternative scenarios,
from the economic consequences of trade wars to the impact of pandemic-era fiscal policy and troubles in
the commercial real estate market.

To create the first scenario, we translate scenario assumptions into specific shocks to bank lending standards,
consumer confidence, stock market volatility, and corporate credit spreads. We use the behavior of banks and
financial markets during historical periods of financial and banking stress to assist in the calibration of scenario
shocks. The second scenario is constructed with specific shocks to consumer spending based on our assump-
tion of a near-total blackout of the retail payments system. Additional shocks to consumer spending and financial
market volatility are then layered on. A full list of key variables can be found in the appendix.

Cyber Deposit Run Scenario

In this scenario, successive ransomware attacks on small and medium-size banks paralyze banks’ internal
networks and lock depositors out of accounts. Each new breach inspires another wave of attacks, with suc-
cessful breaches growing in frequency and severity. Though no single event has a large impact on business
and consumer spending, the attacks are highly disruptive to consumer confidence. As the attacks unfold,
depositors at affected institutions are unable to access bank statements and suffer interruptions to pay-
ment services for up to 10 business days.

The outages leave depositors unable to make or receive payments, transfer funds, or deposit or withdraw
cash from bank branches or ATMs. While banks are ultimately able to restore service and ensure the integ-
rity of customer data, concerns grow over the safety of deposits with each successive attack. As jitters
intensify, banks that suffer greater reputational damage or larger interruptions of service begin to experi-

MOODY'’S ANALYTICS CYBERATTACK CONTAGION IN THE FINANCIAL SYSTEM


https://www.moodysanalytics.com/-/media/article/2019/Trade-War-Chicken.pdf
https://www.moodysanalytics.com/-/media/article/2022/Global-Fiscal-Policy-in-the-Pandemic.pdf
https://www.economy.com/getfile?q=98B69F72-1C5E-4467-BCFD-37CE856A17BF&app=buffetreference&attachment=0

ence deposit outflows. Though unable to withdraw deposits for the duration of the attack, customers at the
affected banks withdraw deposits once the attack is resolved and service is restored.

While slow at first, these withdrawals grow in velocity and number as more customers question the
security of deposits after losing access during the cyberattacks. As the flight gathers steam, the panic
spreads beyond the initial circle of compromised institutions. Fearing the security of their own deposits,
customers at more small and medium-size banks flee, migrating to the perceived safety of larger institu-
tions and money market funds. The dynamic is reminiscent of outflows experienced during the regional
banking crisis in March, though on a larger scale (see Chart 7).

Chart 7: Regional Bank Failures Spur Deposit Flight
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In a bid to stem the flight, the Fed announces a program of liquidity injections for the hardest-hit banks,
while regulators stand up a new facility to allow victims of cyberattacks to gain access to their deposits.
However, the measures are unable to restore trust in the banking system and quell fears of further attacks
on small and midsize institutions. As flight from small and medium-size banks intensifies, initial jitters
metastasize into a full-blown banking panic, triggering the failure of dozens of small and midsize institu-
tions and dragging the broader economy into recession.

From recession to recovery

The flight from small and medium-size banks has a cascading effect, with initial bank failures triggering
successive waves of deposit runs that push more small and midsize institutions to the edge. As the panic
intensifies, financial markets seize up, with credit spreads and volatility spiking and interbank lending grind-
ing to a halt. The run of bank failures causes financial market turmoil to intensify, triggering a broader stock
market collapse. While the Fed slashes interest rates and provides emergency liquidity to stanch some of the
bleeding, policymakers struggle to address a new breed of cyber-linked solvency fears. Many institutions fail
and their assets sold to their larger peers.

As the panic intensifies, consumer and business spending plummets. Facing a spike in financing costs and
uncertainty over the extent of the damage to the banking sector, businesses cut hours and slash payrolls,
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precipitating a collapse in employment and incomes. Fearing job loss and a prolonged recession, house-
holds cut spending, furthering the cycle of job and income loss. After moving sideways, the economy falls
into recession (see Chart 8 and Table 1).

Chart 8: Cyber Deposit Run Builds Slow, Burns Deep
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Though small and midsize banks are no less of a target for cyber criminals, hackers fall victim to their own
success, with increased monitoring and investment in cyber defenses leading to a lull in new attacks. The
small and midsize institutions able to survive the wave of bank failures take additional steps to bolster
cyber resiliency, from bolstering investment in IT teams and network security to storing data in off-the-grid
arrangements that allow for faster restoration of critical data and networks.

However, these changes take time to restore trust in the broader banking system. By the time larger banks
are able to absorb failed institutions and remaining small and medium-size banks shore up cyber defenses,
GDP falls some 1.7% peak to trough, with the unemployment rate spiking to nearly 6%. The shape of the ensuing
recovery is slow given the deep scars inflicted on depositors, the damage to the banking system’s DNA from
the loss of critical client relationships, and the recession’s lingering hit to consumer and business sentiment.

Payment System Collapse Scenario

In this second scenario, a ransomware attack on a large financial institution breaches the ACH network,
encrypting critical files and bringing all ACH network traffic to a halt. As the self-replicating worm over-
whelms the network’s computers and servers, requests by banks to send and receive ACH payment files are
denied. Though operators work to isolate the attack, the discovery of missing or compromised data forces
the shutdown of more network assets, complicating early efforts to restore service.

Fearing that problems plaguing the ACH system will spread to credit card networks, major network operators
preemptively suspend service, leaving cardholders unable to use cards for payments. The disruptions culminate in
the near-complete paralysis of the retail payments system with banks, businesses and consumers unable to send
or receive funds electronically. The attack also sidelines popular peer-to-peer payment services that use the ACH
network as a backbone.
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The initial damage forces the ACH network offline for a period of three weeks. Credit card networks are
quicker to restore service as contagion fears subside. Though ACH operators are able to contain the initial
attack and reconcile missing data, there are intermittent outages in the subsequent four weeks as network
operators struggle to bring the full system back online.

News of the ACH attack spreads slowly at first, with bank and card customers still able to log into bank
accounts and review bank and credit card statements. However, fears escalate as common ACH trans-
actions such as payroll direct deposit and electronic bill payments fail to post. The blow to consumers’
psyches grows more tangible as credit card payments are rejected or denied.

With paychecks in limbo and concerns over overdue bills and credit card fees mounting, consumers sharply
curtail spending and restrict purchases to essential goods. Forced to abandon credit cards for cash and
checks, checkout lines at supermarkets, retail stores and gas stations swell, stirring panic of a permanent
collapse in the electronic payments system. Small businesses run into their own troubles, with reduced
consumer spending limiting revenues and forcing them to renegotiate payments to suppliers.

In a bid to restore confidence, the government announces a short-term forbearance program for consumer
and business loans. Employers are encouraged to distribute paychecks in person or by mail. However,
spending nosedives amid the breakdown in the payments system and households' fear of a more perma-
nent disruption, precipitating a near-vertical drop in economic activity. Spending boomerangs once the
ACH network is fully repaired, with pent-up demand for goods and services rapidly returning the economy
to growth. However, the blow to sentiment from the collapse in electronic payments lingers, and output
takes more than a quarter to surpass its previous peak (see Chart 9).

Chart 9: Abrupt Decline, Delayed Recovery
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Sharp drop, incomplete recovery

The economic damage wrought by the ACH attack takes a different course than the series of cyber incidents
at small and medium-size banks (see Charts 10 and 11). Output in this scenario drops immediately as the
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knockout of the ACH network leaves households out of a paycheck and the freezing of credit card networks
limits consumer payments to personal checks and cash. Smaller businesses face growing demands to pay
workers in cash, deepening the crunch and forcing some businesses to curtail hours and operations. While
the immediate impact is a decline in business consumption spending, business investment slumps as
sentiment darkens.

Chart 10: Comparing the Two Cyber Scenarios
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Chart 11: Comparing the Two Cyber Scenarios
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Though the ACH network is eventually restored, the near seven-week interruption of payment services
initially sends shock waves through financial markets. Disruptions in credit markets are initially severe,
with credit spreads spiking and banks pulling back on lending. However, the damage falls short of a
financial crisis. Despite the reversion to checks and cash, the financial system continues to perform
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core functions of credit allocation. Helping matters is that the digital infrastructure underpinning
securities markets is not impaired.

An emergency rate cut by the Fed cements faith among financial market participants that the blow
to the retail payments system will prove temporary and that Fed officials stand ready to stave off a
broader crisis. To prevent a wave of defaults, legislators enact rapid relief for banks, businesses and
consumers, enabling banks to waive overdraft and late fees and provide a cushion for overdue bills.

That the financial system avoids a full meltdown does not mean the ensuing contraction is not painful. The
initial drop in output in this scenario is greater than in the first scenario given frictions imposed on business
and consumer spending and fears of a permanent loss of access to incomes and savings. Though financial
market turmoil eases, the increase in precautionary savings by consumers and businesses transforms what
is initially a cyber-induced supply shock into a full-fledged downturn. While the recovery is ultimately more
rapid than the first scenario, the lingering blow to consumer sentiment prevents output from recovering
more quickly.

A not-so-brave new world

Banks and other financial institutions are dedicating an increasing share of their investment to protecting
proprietary and customer data.? Efforts to mitigate cyber threats will also play a growing role in the
regulatory landscape. This year, the European Central Bank will conduct stress tests of supervised banks
involving a simulated cyberattack that disrupts banks’ daily operations, marking the broadest manda-
tory assessment by a major bank regulator to date.? Supervised institutions will be evaluated on their
ability to overcome the initial attack and length of time in restoring normal business operations. The
test was announced last year amid growing concerns over cyberattacks launched by nation states and
state-affiliated adversaries.

This paper assesses the interaction between cyber-compromised institutions and the broader economy
under a more general set of cyberattack assumptions. So far, the financial sector has been largely success-
fulin heading off a massive cyber event. However, recent cyberattacks have exposed new vulnerabilities in
the financial sector’s increasingly interlinked plumbing. They also reveal the speed at which an attack on a
seemingly isolated node can have systemic consequences.

The potential for a cyber-induced deposit run takes on new relevance in the wake of the failure of Silicon
Valley Bank and the ensuing banking panic in March. The predominance of mobile banking apps and the
ability to transfer funds at the stroke of a finger make a cyber-inspired banking panic a very real threat
and one that could be especially damaging. We do not explicitly model an attack on a major securities
exchange or third-party financial or IT services provider in this paper. However, a successful cyberat-
tack on critical financial system infrastructure could follow a course of events like those outlined in the
second scenario.

2 According to a Moody's Investors Service survey of more than 370 global financial institutions, spending on cybersecurity as a share of financial
institutions’ overall technology budgets has risen more than 50% in the past four years. See “Cyber budgets increase, executive overview im-
proves, but challenges lurk under the surface”, Sep 2023

3 See ECB to stress-test banks’ ability to recover from cyberattack, Jan 3, 2024
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The two scenarios explored in this paper involve assumptions regarding threat actors and the response of
financial institutions and consumers that will surely vary in a real-world attack. However, given the height-
ened uncertainty and incomplete information likely to characterize a large-scale cyberattack, we assume
missteps by depositors, financial institutions, and financial system regulators. In each scenario, animal spirits
play a central role. Cyber defense practices would do well to anticipate them.

MOODY'’S ANALYTICS CYBERATTACK CONTAGION IN THE FINANCIAL SYSTEM

12


https://www.economy.com/getfile?q=98B69F72-1C5E-4467-BCFD-37CE856A17BF&app=buffetreference&attachment=0


S0°0-
0y
LI0-
8¢
0y

90°0-
LT
L50-
99
8T

9¢
1°96€°¢
99-
8'881°C
8HGSS

70
G6ST
I'r-
8'8G1
0091

10
0y
44
ey
6'¢

£0-
LyC
20"
9%C
8'%¢

00-
¥
o
ST
¥

8¢0¢C

010-
6'¢
$€0-
L€
0y

S1o-
8T
780~
I'c
6T

£F-
0°TT0°S
'
SH08y
1'6¥CT°S

S0~
6861
rr-
0851
7651

00
0y
€0
14
0y

€0-
|74
80-
0%C
ye

00
€T
€0
9'C
€T

20T

Sro-
6'¢
£50-
¢¢
0y

8C0-
6T
8C'1-
61
e

£¢
¥'6L9Y
Fll-
I8¢y
96y

90-
7861
0c
69T
6'8S1

1o
'y
90
9%y
0y

€0
SeT
I'I-
yee
9°¢C

44
€T
o1
0¢
1'c

920¢C

12°0-
6'¢
990~
a3
'y

$F0-
<S¢
19°1-
4
0%

89-
6017y
61
TT66'C
LYELY

60-
G LST
¢
499!
$'8G1

44
14
[
€6
'y

$0-
0°¢t
0'c
L'TC
|4

o1
9T
00
91
9l

$T0T

61°0-
0y
70
L€
ey

97°0-
vy
90°T-
6'¢
(4

€8
L'€TTYy
£9I-

8 /€8¢
T909%

6'I-
8'6CT
rc
(9!
LLST

80
LYy
'l
(4
6'¢

S'I-
y'ee
o'c
€'Te
8'CC

S'I-
¥'0
e
0
61

¥a0t

FI1°0-
6'¢
£50-
S'¢
0%

£C0-
LT
crr-
81
0¢

67
SY6LY
101~
GEecy
TEY0°S

S0
9°8G1
LI
¥LST
1651

10
0%y
70
¥y
0%y

£0-
L'€T
60-
9°¢T
8'¢C

00
€T
€0
LT
€T

$09C

SIo-
6'¢
15°0-
¢¢
0y

920~
LT
»I-
8L
0°¢

45
yEILY
60I-
y0eyy
S1L6Y

90-
7861
6'I-
I°LST
0°6ST

1o
'y
Y
<y
0y

€0-
9'¢C
(N
yee
L'€T

10~
e
S0
LT
(4

€097

9I0-
6'¢
$S0-
¢¢
0y

0£0-
0¢
FET-
0T
¢¢

76
€6£9Y
8'II-
0°0¢€y
9'906'%

90-
€861
1'c-
8961
6°8S1

1o
'y
90
9%y
0y

€0
SeT
I'I-
€¢T
9°¢C

1°0-
1'c
20
6T
(¢

709t

£I10-
6'¢
850~
S'¢
0%

7€0-
e
cr'l-
1C
¢¢

46"
S0LSY
LTI
0'1€TY
T6Y8Y

90-
1861
(X4
791
L°8S1

10
'y
20
8%
0y

£0-
yee
&I
1'¢€C
yee

0
¥
I'r
e
(4

1092

61°0-
8'¢
19°0-
y'e
0y

6£°0-
ye
67'I-
g
8¢

19-
6'10S%
6€I-
TICLY
T96LY

20~
6'LST
9
0961
9861

1o
y
60
0°¢
'y

70
€
9°I-
6'CC
(R4

90
9T
o1
¢
0T

20194

0c0-
8'¢
790~
ye
0y

$Fo-
(4
Ay
€t
8¢

99-
L'8TY'Y
[6I-
<620%
9¢YLY

60-
9°LST
6C
999!
S'8G1

44
(24
I'r
(4
'y

$0-
|4
&'I-
8°CC
Cee

20
S
7l
e
81

€0sT

12°0-
6'¢
29°0-
y'e
'y

870~
9¢
$9°'r-
¥
'y

Iz
L'SLEY
£9I-
€EV6e
I'CILY

0’1
€LST
(%%
0°6ST
€861

€0
¥y
[
¥'¢
'y

20
6'CC
e
9°CC
1€

70-
1
81
Se
9l

05T

120~
6'¢
0£0-
y'e
'y

050~
8¢
LI
9iC
124

S/
CLEET
S/
0°698°¢
0'£89%

(e
TLST
€
841!
1'86T

€0
vy
91
LS
'y

90-
6'CC
9
yee
0°¢T

00-
91
7l
0¢
91

10S¢

co-
6'¢
69°0-
ye
'y

€S0-
0y
PLT-
8'C
Sy

6L
8'10¢Y
78I
yEI8C
LTL9Y

'l
6961
8¢
7SI
0°8ST

€0
(24
81
S
0y

90-
8'CC
6C
(44
6°CC

81
¢e
$0-
0L
ST

20174

c0-
6'¢
19°0-
¢'¢
'y

%%
'y
£8°1-
I
LYy

48"
8TSTY
S8I-
IH6L¢
SLS9Y

9[-
[t
re
Syl
8°LG1T

90
9y
2T
LS
0y

0'l-
I
8c-
Cew
8'CC

9¢
(49
[
9°'1-
9l

[0} 44

0c0-
0y
VAN
8¢
ey

050~
9%
€80~
1%
s

s
Ly81Y
1/1-
9918°¢
1'909%

A%
(499!
0c
9'6S1
9°LST

0’1
6Y
€T
(49
6'¢

6'I-
€T
o'c
€'TC
L'TT

a4
0y
79"
1°¢-
¢l

0%

1710-
'y
700~
Y
'y

620~
0°¢
oro-
(4
€6

rL
43984
scr-
TLT6E
$88%'%

Y
6HSIT
70-
0°LST
¥LST

[
06
44
0y
8¢

(Y
1ce
70
Jee
L'TT

66-
€'8-
91
0°0-
ST

sonhjeuy s, Apoop pue ‘435 ‘S7g ¥Sg 590nos

outjasvq wof auaiaflicy
asdefjoD) wsg 1uswkey
oujasvq wof 2uaiafliy
umy 1sodo(] 19q4D)
auraseq
pRI£ Amseary 14-01 'S'N

ouyjasvq wof auaafliy
asde[jor) wasAg 1uawde g
outjasvq wof auaiaflicy
umny asoda(q 12940
suraseq
0p “91BI Spunj poJj

outjasvq wof aouziaflty 9
asde[jop) wasAg 1uawike g

ouyasvq wof souaiaflty o
uny usodo 19g4D
surpaseq

VSN ‘01=€7-1%61 ‘00S d28S

outjasvq wof 2uaiafliy
asdefjoD) wasAg 1uowiheg
oujasvq wof 2uaaflicy
uny asoda(q 19q4D)
aurjaseq
[ru quowdordws wirejuoN

oujasvq wod 2uaiafliy
asde[jop) wasAg 1uawde g
oujasvq wof auziafliy
umy asodaq 12940
aurjaseq
0 @181 Judwiojdwoun

ou)asvq wof 2uaiafliy 94
asde[jop) wasAg 1uawike g
ouyasvq wof 2uaiafly o4
umny 1soda(q 12940
aurpaseq

[ ¢£107 “onpoid onsawop ssoir)

outjasvq wof 2uaiafliy

asdefoD) wasdg 1uowikeg

oujasvq wo 2uaiaflicy
uny soda(q 12q4D)

uleseq

aBueypd o pazifenuue NPoId SNSIWOP $50I0)

10%¢

solIeudds yoejesaqh) jo pedw) djwouod] :| 91qel

13

CYBERATTACK CONTAGION IN THE FINANCIAL SYSTEM

MOODY'S ANALYTICS



Appendix: Key Model Variables for Cyberattack Scenarios

‘The Moody’s Analytics Global Macroeconomic Model can be used to evaluate a broad range of economic policies and produce forecasts under

a set of baseline and alternative assumptions. The cyberattack scenarios explored in this paper were created by translating scenario-specific
assumptions into exogenous adjustments to key variables in the model. These variables describe the behavior of banks, financial market
participants, businesses, and consumers. The following list summarizes the variables used to create each scenario and the reasoning behind

each adjustment.

Variable

S&P 500 Volatility

Net % of banks tightening standards
for credit card loans

Net % of banks tightening standards
for mortgage loans

Net % of banks tightening standards
for CRE loans

Net % of banks tightening standards
for C&I loans

Consumer Confidence Index

S&P 500 Crash Indicator

Personal consumption expenditures—
durable goods ex motor vehicles

Personal consumption expenditures—
motor vehicles and parts

Personal consumption expenditures—
nondurable goods

Personal consumption expenditures—
services

Source: Moody's Analytics

MOODY'’S ANALYTICS

Moody’s Analytics Mnemonic Rationale for adjustment

FSPVOL.IUSA

FXSLASINCCQ.IUSA

FXSLASHMQ.IUSA

FXSLASREQ.IUSA

FXSLASCILQ.IUSA

FCBC.IUSA

FDUMSP500Q.IUSA

FCDXMVP$.IUSA

FCDMVP$.IUSA

FCNS$.IUSA

FCS$.IUSA

The Standard & Poor’s historical volatility index is the primary
lever in the model for capturing short-term financial market strain.
Adjustments to the index flow through to equity prices, interest
rates, credit risk spreads, and liquidity. We shock the index in both
the Cyber Deposit Run and Payment System Collapse scenarios to
reflect the two scenarios’ differing degrees of financial strain.

Periods of intense strain in financial markets are marked by
not only higher financing costs but also a decline in short-
term liquidity and lenders” willingness to extend credit. These
four variables from the Federal Reserve Senior Loan Officer
Survey are incorporated in the model as a proxy for short-term
liquidity as well as lending to the real economy. We shock these
four variables in the Cyber Deposit Run scenario to capture
the dynamics of an acute and deepening financial crisis and its
effects on the broader economy.

The Conference Board’s Consumer Confidence Index is the
primary measure of consumer sentiment in the model and has
broad linkages throughout. Adjustments to the consumer confi-
dence index flow through to consumer spending, employment,
labor force participation, inflation expectations, and business
sentiment as well as financial market volatility. In the Cyber
Deposit Run scenario, we shock consumer confidence to cap-
ture the dynamics of a bank run, cementing the link between
the strain on liquidity and consumers” spending and saving
decisions. In the Payment System Collapse scenario, we shock
consumer confidence to amplify the impact of the payment
system outage on consumer spending and sentiment.

The S&P 500 Crash Indicator is a dummy variable activated in
each scenario to amplify the transmission mechanism between
financial market strain and equity price declines.

In the Payment System Collapse scenario, we directly shock
consumer goods and services spending to reflect assumptions
regarding the share of forgone spending during the initial
crash of the ACH network and suspension of credit card pay-
ments. After inputting the initial consumption shocks during
the first quarter of the forecast, we allow the model to solve
each component of consumption endogenously over the rest
of the forecast horizon.
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